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(2.5.3.2)

Cap nhat két qua yéu cau
16/11/2021 | truy van giao dich Ngo Duc Thanh 2.6
(2.5.7.2)

Chinh stra fomat, cap nhat
20/11/2021 | kiéu dit liéu decimal cho Ngo Duc Thanh 2.7

amount

Chinh stra fomat, cap nhat
20/11/2021 , Ngo Duc Thanh 2.8
kiéu dir liéu

B6 sung URL cho QR don

03/12/2021 | hang Ngo Duc Thanh 2.9
(25.3.2)
6/1/2022 Bo sung gidi thiéu tai liéu Ngo Duc Thanh 3.0
Bo sung thém vi du chudi gen .
18/10/2023 %ISAI% cua API create-order va | Dung Thanh Hang 4.3
a0 CO

1. Gi6i thiéu
1.1. Muc dich tai li¢u
Tai liéu cung cap cac dic ta két ndi giira MBPAY ment Gateway va Merchant.

Tai lidu Pic ta ki thuat CTT duogc xay dung dé dap tmg ca hai mo hinh két ndi
danh cho Merchant bao gom:

a) M6 hinh Webview: Str dung cho DVCNTT trong mo6 hinh thanh toan
Online. Cho phép Merchant tao don hang va load trang Payment page cua
CTT MB dé khach hang cudi tién hanh thanh toan online.

b) Mo hinh tich hop API: Ap dung cho cac DPVCNTT c6 nhu cau s dung
phuong thirc thanh todn qua VietQR cia MB. Tich hgp CTT MB qua API
dé hién thi hinh anh ma QR cho khach hang scan thanh toan
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Tai liéu huéng dan tich hop thanh toan MB Paygate

1.2.  Pham vi tai liu

Mo ta phuong thie két ni, mé hinh tuan tu cac API chirc ning cin két ndi gitra 2 hé

théng.

1.3. Doi twgng sir dung

K¥ thuat vién phu trach két ndi tir DVCNTT dén cong thanh toan MBPAY

1.4, Thut ngir va viét tat

TT  Thuit ngit/ Tir viét tit Noi dung/ Y nghia

1 E-commerce | Thuong mai dién tur

2 AP| | Giao dién két ndi tng dung

3 Checksum | Ma hoa dam bao tinh toan ven dir liéu

4 OTR | One-Time Password: Mat khau xac thuc giao dich
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2. Chuan két ndi va trao doi thong tin

2.1. Két ndi giira trang thwong mai dién tir va Cong thanh toain MBPAY

B HTTP Redirect
< ssl, checksum
S 5
|
E-commerce website ITEPayment

2.2. Mo ta ludng thanh toan

o © O—p 2
a—o— L-ﬂj © ® |
e \/ N —h

% Khdch hang truy cdp trang thiwong mai dién tit/ g dung di déng ciia Merchant dé

mua hang va chon “Thanh todan”.
& H¢ théng Merchant giri thong tin don hang dén hé théng MBPAY va chuyén hidng
khdch hang tir trang ciia Merchant dén trang thanh todn ciia MBPAY.

% Khdch hang chon phwong thirc thanh todn nhdp sé tai khodan ngdan hang/théng tin
thé/thong tin vi dién twr dé thue hién thanh todn trén trang MBPAY.

% Khi giao dich dwgc thuc hién, MBPAY sé giri két qud thanh todn dén trang thwong mai
dién tr ciia Merchant va chuyén hudng khach hang dén trang nhdn két qua giao dich

cua Merchant
2.3.  Ludng thanh toan
Dua vao két qua giao dich, hé thong Merchant s& xir 1y don hang:

- Giao dich thanh céng: Merchant chuyén hang héa/dich vu dén khdch hang
theo thong tin don hang.

- Giao dich thanh céng trén Cong thanh todn MBPAY nhwng Merchant khéng
thé cung cdp hang héa dich vu (hét hang): Merchant sé théa thudn véi khdch
hang vé viéc cung cdp hang héa hodc thiee hién hoan tién cho khdch hang theo

chirc nang “Hoadn tién” trong phan qudn 1y giao dich trén hé théng MBPAY.
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- Giao dich Léi: Merchant website sé hién thi 16i theo ma 16i dwoc gui tir céng

thanh toan MBPAY

- Giao dich qud thoi gian cho phdn héi: Merchant sir dung truy van muc 2.5.7

dé kiem tra lai trang thdi giao dich trén hé théng MBPAY.

2.4. Mo hinh tao don hang va thuc hi¢n thanh toan

1. Order and Payment—————————*

3. Input transaction

4. Enter OTP

2. Send a payment request_>

information

[
Ll

3.1. Verify payment information——

“@——5. Notification of payment result

Mo ta:

Buworc 1: Khach hang truy cap Website cua Merchant dé mua hang hoa/dich vu

va chon thanh toan truc tuyén MBPAY.

Y

3.2 Succes:

4.1. OTP authentication————P"

4.2 Succes

Buwéc 2: Merchant website giti thong tin don hang dén MBPAY theo ddc ta két ndi

(muc 2.5.3.1)

Buwoc 3: Khich hang chon phwong thire thanh todn nhdp sé tai khodn ngdn hang/théng tin

thé/thong tin vi dién tir dé thuec hién thanh todn trén trang MBPAY. MBPAY gui mot yéu

cau xdc thuwe qua két néi gitka MBPAY va ngdn hang.

Néu théng tin tai khodn dwoc xdc thiee, ngdn hang sé giri md OTP dén khdch hang.

Khach hang sé thuc hién buoc 4.

Buéc 4: Khach hang nhdp ma OTP dé hoan thanh giao dich. MBPAY yéu cau nhdp

ma OTP dé xac thyc giao dich véi ngan hang. Néu xdc thwe OTP thanh céng, hé thong

MB PAYGATE
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Tai liéu hudéng dan tich hop thanh toan MB Paygate
ngan hang sé xac thyc giao dich. Sau khi OTP dwoc xac thuc, hé tho”'ng S€ thuc
hién buoc 5.

Buwéc 5: MBPAY giti théng bdo trang thdi giao dich dén hé thong Merchant dé
cdp nhdt tinh trang thanh todn cia don hang (muc 2.5.3.2). Néu giao dich thanh
cong, Merchant sé xu ly don hang (muc 2.3).

2.5. Mo ta dit liéu

2.5.1. Kiéu dir ligu

Kiéu dir liéu Mo ta

Ky tu Alphabetical, trong khoang A dén Z va a dén z theo

Alpha bang ma US ASCII
Numeric Kiéu dir liéu sd, chi gdbm cac ky tu tir 0 dén 9
Decimal Kiéu dir liéu so thap phan, chap nhan 2 so sau phan thap

phan

. Kiéu dit 1iéu bao gém chit hoa, chit thuong va sd
Alphanumeric

2.5.2. Dinh nghia cdc truwong dir liéu
Required: Trudng dit liéu bt budc

Optional: Trudng dit liéu co thé c6 hodc khong tiy theo kha ning cung cép cua

merchant/issuer cu thé

Mo ta

Required/Optional Data type Min,Max Example

2.5.3. Y8u cau tgo giao dich thanh todn

2.5.3.1. Thong tin gui cho MBPAY

D

0 Thong tin url api:
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Method URL
https://api-sandbox.mbbank.com.vn/private/ms/pg-
paygate/payqgate/create-order

POST

https://api-sandbox.mbbank.com.vn/private/ms/pg-

paygate/payqate/v2/create-order

Output giong link trén nhung c6 Bsung thém 1 truong QrString->
doi tac dung chudi nay dé convert sang hinh anh.

Thong tin ddu vao: dit liéu dau vao 13 chudi JSON trong body véi cac thong tin:

amount

S6 tién thanh toan (giri di liéu dang string)

Required Numeric/ 1,12 10000.00
Decimal

currency

Don vi tién t¢ <ISO 4217>

Required Alpha 3 VND

access_code

Ma két n6i MBPAY cung cip cho dbi tac

Required Alphanumeric d37a8fd0076e056d532
6968b32a7ea78

mac_type

Loai ma hoéa chit ky. Hién tai mac dinh 1a MD5

Required Alphanumeric 3,16 MD5

mac

Chir ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required

Alphanumeric

32,256

95DB33CA010DB
F553516D8321C7



https://api-sandbox.mbbank.com.vn/private/ms/pg-paygate/paygate/create-order
https://api-sandbox.mbbank.com.vn/private/ms/pg-paygate/paygate/create-order
https://api-sandbox.mbbank.com.vn/private/ms/pg-paygate/paygate/v2/create-order
https://api-sandbox.mbbank.com.vn/private/ms/pg-paygate/paygate/v2/create-order

728E3
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merchant_id

Mai dinh danh merchant do MB cap.

Required

Alphanumeric

6,16

100241

order_info

Noi dung thanh toan

Required

Alphanumeric

1,19

Nbi dung khong diu va khong
chira ky tu déc biét

order_reference

Néu payment_method= ATMCARD thi s& theo format: Channel+TT+8 ki tur tur

sinh

Néu payment_method= QR thi s& theo format: Channel +QR+12-28 ki ty ty sinh

Required

Alphanumeric

1,32

Q1TT12301245

device

Théng tin thiét bi khach hang ding thanh toan (nhép dir lidu string)

os={name=Windows,
version=windows-10}

. Alphan &browser={name=Chrome, version
Optional | | oric 1,256 =00.0.4430.85} & location={long=0,
lat=0}
return_url

Dja chi URL nhén théng bao giao dich. (khong bao gdm parameters)

Required

Alphanumeric

8,256

https://domain.vn




cancel _url
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Pia chi URL nhan thong bao huy thanh toan. (khong bao gdm parameters)

Required Alphanumeric | 8,256 https://domain.vn

ipn_url

Pia chi URL nhan két qua thanh toan. (khdng bao gém parameters)

Required Alphanumeric (8,256 https://domain.vn

pay_type

Loai thanh toan. Mac dinh l1a “pay”

Required Alpha 3-10 pay (thanh toan
thong thuong),
pay_save
(thanh todn va
va tao token),
pay_token
(thanh toan

bang token)

merchant_user_reference

Ma dinh danh tai khoan thanh toan cua khach hang phia merchant.

Optional Alphanumeric | 3-16 USER10000001




token_issuer_code

Ma don vi phat hanh token hang (truong hop pay_type = “pay_token”), gia tri do
toi churc phat hanh cung cap

Optional Alphanumeric 1-256 MBBBO1

token

Ma tokenization dung dé thanh toan don hang (trudong hop pay_type =
“pay token”)
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Optional Alphanumeric | 1-256 €00c36235¢3ch0cd8d5
ip_address
Dia chi ip khach hang thanh toan
Required Alphanumeric 8,32 192.168.1.25
payment_method
Phuong thtc thanh toan (m& rong theo két nbi)
Optional Alphanumeric | 1,16 ATMCARD/QR/
EWALLET...

2.5.3.2. Théng tin két qua tra vé

* Gi6i thi¢u: DE d4p tng ¢4 2 md hinh Webview va Tich hop API ldy hinh dnh
QR, trong nd1 dung response tt CTT MB c6 chtra gié tri bao gom:
+ payment_url: Merchant st dung tham sé nay cho mé hinh thanh toan
online trén webview, dé load trang payment
+ qr_url: Merchant sir dung tham s6 nay dé hién thi hinh anh ma QR 1én

thiét bi ddu cudi cia Merchant, dé khach hang scan thanh toan don hang

session_id

Ma session thanh todn dinh danh cho giao dich thanh toan vira tao

Optional Alpha 32 d51b0bde00c36235c3ch0cd8d556f250

payment_url
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URL Thanh toan don hang tai cong thanh toan (input string)

Optional Alphanu | 10,512 https://domain.com meric

gr_url

Lién két anh QR don hang (input string)

Optional Alphanu 10,512 https://domain.com
Tl iL,
expire—time
Thoi gian hét hiéu luc thanh toan. Pinh dang DD-MM-YYYY hh: mm: ss
Optional Numeric 14,14 05-04-2022 09:22:48
error_code

Ma két qua tao don hang. 00 1a thanh cong. Chi tiét xem tai bang ma 15i (4)

Required Numeric 2,3 00

message

Chi tiét két qua giao dich

Required Alpha 1,256 Success

mac

Chir k¥ xéac thyc su toan ven clia phan hoi tir phia MB. Tao theo dic ta (2.5.9)

Required Alphanumeric 32,256 BDFESA4ESDBA4206

mac_type
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Loai ma hoa chir ky. Hién tai mdc dinh 1a MD5

Required Alphanumeric 3,16 MD5
merchant_id
Ma dinh danh merchant do MB cép.
Required Alphanumeric 6,16 100241
amount (gui dir liéu dang string)
Gia tri giao dich
Required Numeric/Deci 120000.00
mal
currency
Pon vi tién té (ISO 4217)
Required Alphanumeric 3,3 VND

2.5.4. Yéu cdu mé trang thanh todn

2.54.1.

D

i Thong tin API:

Thong tin guri cho MBPAY

Method

URL

GET

https://demo-pp.domain.vn/

Thong tin params dau vao
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session_id

M4 session thanh toan duoc tra vé khi tao giao dich

7f3cf3d3d02b54a4a9dfof4dd8
5e4764

Required Alphanumeric | 32,32

2.5.5. Pdc td URL nhdn két qud thanh toan

7
L. %4

Muc dich: Nhan két qua thanh todn tr MB

o Mbdi Merchant can xay dung mot Return_Url dé cong thanh toan chuyén hudng
khach hang vé trang Mua hang sau khi hoan thanh thanh toén.

o Return_url c6 thé duoc ciu hinh khi ding ky két ndi v6i MB hodc truyén trén

tham sb return_url & 2.5.3

o Cautric URL: Gom return_url va cic parameters do MB tra vé.
Vi du: [return_url]?[keyl=value]&[key2=value].

Parameters dugc dinh nghia nhu API IPN <2.3.5>
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2.5.6. Dac ta AP1 xac nhdn giao dich (IPN)

<

* Thong tin API

Method URL

GET <return_url do merchant cung cap>

7
0’0

Muc dich: Xac nhan két qua thanh toan tir MB, dugc thyc thi & ting API

o Mobi Merchant can xay dung mot API dé nhan va cap nhat két qua thanh todn, vi
Iy do bdo mat, don hang nén cdp nhat khi va chi khi merchant nhan dugc két

qua thanh toan qua tAng API giao tiép giita 2 hé thong.

o API c6 thé duoc cau hinh khi dang ky két ndi véi MB hoac truyén trén tham sd
ipn_url 6 2.5.3

Vi du: https://demo-pp.domain.vn/ipn

<

Chi tiét cac tham sb

pg_amount

S6 tién thanh toan (nhép string)

Required Numeric/Deci 1 10000.00
mal

pg_currency

Pon vi tién té <ISO 4217>

Required Alpha 3,3 VND

pg_merchant_id

Mai dinh danh merchant do ITE cap.

Required Alphanu 6,16 100241
meric




pg_order_info

Noi dung thanh toan

Required |Alphanumeric

1,256

Noi dung
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pg_order_reference

Ma tham chiéu giao dich phia Merchant

Required Alphanumeric 1,32 2021042896992427726

pg_payment_method

Mai phuong thirc thanh toan (md rong theo két ndi)

Required Alphanumeric 1,32 ATMCARD/Q
R/EWALLET

pg_card_number

M3 tai khoan ngén hang/S thé sir dung thanh toan

Optional Alphanumeric 4,32 970422****00
01

pg_card_holder_name

Tén chu thé

Optional Alphanumeric 4,100 Nguyen Van A

pg_payment_channel

Kénh thyc hién giao dich cua KH

Required Alphanumeric 4,32 Online/QR

MB PAYGATE
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pg_transaction_number
Ma giao dich phia MB
Required Alphanumeric 6,32 TR010101010
pg_issuer_txn_reference
Ma giao dich phia issuer
Required Alphanumeric 6,64
pg_issuer_code
M3 t6 chuc phat hanh
Required Alphanumeric 4.8 970422
error_code
Mi code tra vé cho merchant
Required Numeric 2,3 00
pg_issuer_response_code
M3 code issuer tra vé
Required Alphanumeric 1.8 00
pg_paytime
Thoi gian giao dich
Required Alphanumeric 14,14 | 29062020010000
<ddMMyyyyHHmiss>
MB PAYGATE 18| Page
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session_id

Ma session thanh toan dinh danh cho giao dich thanh toan vira tao

Required

Alphanumeric

32

d51b0bde00c36235¢3ch0cd
8d5561250

mac_type

Loai ma hoa chir ky. Hién tai mac dinh 1a SHA256

Required

Alphanumeric

3,16

SHA256

mac

Chit ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required

Alphanumeric

32,256

95DB33CA010DBF
553516D8321C772
8E3

2.5.7. Y&u cdu truy véin théng tin giao dich

2.5.71.1. Thong tin gui cho MBPAY

0 Thong tin api:
Method URL
https://api-sandbox.mbbank.com.vn/private/ms/pg-
POST paygate/paygate/detail

Thong tin ddu vao: dit liéu dau vao 13 chudi JSON trong body véi cac théng tin:

R
L X4

mac_type

Loai ma hoa chit ky. Hién tai mac dinh la MD5

Required

Alphanumeric

3,16

MD5

MB PAYGATE
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mac

Chit ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required Alphanumeric 32,256 95DB33CA010DB
F553516D8321C7
728E3

merchant_id

Mi dinh danh merchant do MB cép.

Required Alphanumeric 6,16 100241

order_reference

M3 don hang tham chiéu phia Merchant

Required Alphanumeric 1,32 2021042896992427726

pg_transaction_reference

Mi giao dich phia tham chiéu phia cong thanh toan

Optional Alphanumeric 6,16 2021042896992427726

pay_date

Ngay thuc hién giao dich <Tao don hang>

Required Alphanumeric 8,8 21122021 <ddMMyyyy>

2.5.7.2. Théng tin két qua tra vé

0.
L X4

mac_type
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Loai ma hoa chit ky. Hién tai mac dinh la MD5

Required | Alphanumeric 3,16

MD5

mac

Chir ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required Alphanumeric 32,256 95DB33CA010DB
F553516D8321C7
728E3

error_code

Ma két qua tao don hang. 00 13 thanh cong. Chi tiét xem tai bang ma 15i (2.5.11)

Required Numeric 2,3 00

message

Chi tiét két qua giao dich

Required Alphanumeric 1,64 Success
amount

S6 tién thanh toan (Nhap String)

Optional Numeric/Decimal 10000.00

currency

Pon vi tién té. (ISO 4217)
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Optional Alphanume 3,3 VND
ric
merchant_id
Ma dinh danh merchant do MB cép.
Optional Alphanumeric 6,16 100241
order_info
Noi dung thanh toan
Optional Alphanumeric 1,256 099034803
order_reference
Ma don hang phia MB
Optional Alphanumeric 32,32
transaction_number
Ma giao dich phia MB
Optional Alphanumeric 6,16 101000001
issuer
M3 t6 chire phat hanh
Optional Alphanumeric 4.8 970422
resp_code

Ma code trang thai giao dich. Chi tiét xem
tai bang ma 161 (2.2.11)

MB PAYGATE
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Optional Numeric 2,3 00

pg_payment_method

Mai phuong thirc thanh toan (M6 rong theo két ndi)

Optional Alphanumeric 1,8 ATMCARD/Q
R/EWALLET..

trans_time

Thoi gian giao dich

Optional Numeric 14,14 22082022173646

<ddMMyyyyHHmMmss>

2.5.8. Y8u cdu tao giao dich hoan trd

Muc dich: Merchant gtri yéu cau tao giao dich thanh hoan tra toi MB.

2.5.8.1. Thong tin gui cho MBPAY
o

Thong tin url api:

Method URL

https://api-sandbox.mbbank.com.vn/private/ms/pg-
POST paygate/paygate/refund/single

Thong tin dau vao: dir liéu dau vao 1a chudi JSON trong body vdi cac thong tin:

txn_amount

S tién hoan (nhap string)

Required Numeric/Decima

10000.00
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desc

Ly do hoan tién

Required Alphanumeric 1,128 Ly do

access_code

Ma két néi MBPAY cung cép cho déi tac

Required Alphanumeric d37a8fd0076e056d53
26968h32a7ea78

mac_type

Kiéu ma hoa chir ky, mic dinh 1a MD5

Required | Alphanumeric 3,16 MD5

mac

Chir ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required Alphanumeric 32,256 95DB33CA010D
BF553516D8321
C7728E3
merchant _id
M3 dinh danh merchant do MB cép.
Required Alphanumeric 6,16 100241
transaction_reference_id
Mi giao dich gdc phia cong thanh toan
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Required Alphanumeric 6,32 2021042896992427726
trans_date
Ngay thuc hién giao dich gbc. Pinh dang “ddMMyyyy”
Required Numeric 8,8 10062021
2.5.8.2. Théng tin két qud tra vé
refund_amount
S6 tién hoan (nhép string)
Required Numeric/Deci 10000.00
mal
refund_type
Kiéu hoan tién (partial/full)
Required Alpha 4,8 partial
refund_id
Ma giao dich hoan phia MB
Required Alphanumeric 6,32

refund_reference_id

M3 giao dich gdc phia MB
Required Alphanumeric 6,32
mac_type

Loai ma hoa chit ky. Hién tai mac dinh la MD5

MB PAYGATE  25|Page



Tai liéu huéng dan tich hop thanh toan MB Paygate

Required

Alphanumeric 3,16

MD5

mac

Chir ky xac thuc Merchant va toan ven dir liéu. Tao theo dac ta (2.5.9).

Required

Alphanumeric

32,256

95DB33CA010DBF553516D8321
C7728E3

error_code

M4 két qua tao don hang. 00 14 thanh cong.

Required Numeric 2,3 00
message
Chi tiét két qua giao dich
Required Alphanumeric 2,64 Success

2.5.9. Cach tao chir ky (MAC)

Quy tic tao chir ky:

(@)

(@)

@)

Chir ky mac st dung thuat toan ma hoa MDS5/SHA256 (Key, Dir li¢u ma

hoa)

Pau vao 1a chudi cac tham s trong request hoic response. Sap xép theo

thir ty bang chir cai cua tén tham s6. Khong bao gom mac type va mac:

[key=value]&[key=value]&[key=value]...
Dinh dang 1a chudi ky tw IN HOA két qua sau khi mi hoa

Key dung dé mi hoa 1a mé hash_secret dugc MB cép cho mdi Merchant

Vi du chudi gen MAC ctia API create-order:

5837¢3a567c7f7db4d40d6277a713cleaccess_code=SDNHXQLGAH&amount=100000
&currency=VND&ip_address=192.168.1.1&ipn_url=https://api-
sandbox.mbbank.com.vn/integration-paygate-
vuanem/v1.0/paylpn&merchant_id=103155&order_info=Test

14062023&order_reference=VOQRCUSTDEP655243&pay_type=pay&payment_method

=QR&return_url=https://4975572-sb1.app.netsuite.com/app/center/card.nl




Input API create-order:

"amount": "

"currency":

"access code"

"mac type

"mac": "1 /9ACF67A10B18BB",

"merchant

"order info": "Test

"order reference": '

"device": ""

"return url": "https://4975572-sbl.app.netsuite.com/app/ card.nl",
"cancel url": ""

"ipn url": "https://api-sandbox.mbbank. vn/integration-paygate-

vuanem/vl.0/pay

"pay_type" : H}::‘a;.”’

"merchant user reference": ""

"token issuer code": ""
"to]’—PI]". mn

"ip address": "197
"payment method":

Vi du chudi gen MAC ctia API bao c6:

583703a567c7f7db4d40d6277a713c1eerror code=00&pg_amount=100000.00&pg_card
holder_name=NGUYEN THAN

HUONG&pg card number 374********642&pg currencr¥— Egﬂssuer code=97
0422&pg |s uer res onse code= OO&p Issuer_txn_reference= FT23 38751411&pg
merchanT 1d=103 g_order_info=Test

T4062 OZB&ggﬂorder re erence—\7‘9 R00011475&pg payment_channel=qr gg 2‘5)
nt_method fgr paytime=20231017142001&pg_Transaction _number=20 0 OOO
14&session_id=f4c7cc07db926827e38210d33218e

5837¢3a567c7f7db4d40d6277a713cle => Ma bi mat

2.5.10. Thong tin moi truong

DEMO <Sandbox> Enviroment:

0 Hudng dan tich hgp: https://demo-domain.vn/
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0 API URL: https://demo-domain.vn/
0 PayPage URL.: https://demo-domain.vn/

o Thong tin thé test

, Ngay phat
Ngan hang So thé Tén chu thé i CVVI/OTP
hanh/hét han
VCB 9704158470288586 NGO bUC 01/20 123456
THANH
AGRI 9704051128553198 NGO DUC 01/20 123456
THANH
NGO DUC
TECHCOM | 9704070624722909 1 _ 01/20 123456

o Thong tin merchant test

Mai két ndi (access_code) : {Cung cap sau}

M3 bi mat (hash_secret) : {Cung cap sau}

Mi DVCNTT (merchant_id) : {Cung c4p sau}

2.5.11. Bing m 16i

error_code: 00 M4 thanh cdng cho tat ca cac API.

No. M3 16i MO ta

1 01 DVCNTT khong ton tai
2 02 DVCNTT dang bi khoa
3 03 DVCNTT chua dang ky dich vu
4 04 Phién ban CTT khong hop 1€
5 05 PTTT khong phu hop
6 06 DVCNTT thuéc MCC bi chan

07 Don hang bi trung
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8 08 Tao don hang khong thanh cong
09 Pong tién giao dich khong hop 18

10 10 S6 tién giao dich nhé hon han murc tdi thiéu cia CTT

11 11 S6 tién giao dich 16n hon han mirc tdi da ctia CTT

12 12 Pon hang cho thanh toan

13 13 Don hang da thanh toan

14 14 Pon hang hét han thanh toan (hét phién giao dich)

15 15 Pon hang khong tim thay

16 16 Don hang dang dugc xur Iy

17 17 Giao dich khong nhén duoc tra 101 tr TCPH

18 18 KH huy thanh toan

19 19 Lbi khac

20 20 S thé/tai khoan bi chan boi QLRR

21 21 Giao dich cho xac thyc thong tin

22 22 Giao dich cho xac thuc OTP

23 23 Giao dich chd cap phép

24 24 Ldi timeout

25 25 Tai khoan/thé khong du tién thanh toan

26 26 Khong xéac dinh duoc s6 du tai khoan/thé thanh toan

97 97 So tién giao dich nho hon han mirc toi thiéu clia
TCPH

28 28 S6 tién giao dich 16n hon han muc tdi da cia TCPH

29 29 S6 tién giao dich nim ngoai khoang quy dinh cua
TCPH

30 30 Giao dich vugt qua han muc thanh toan ngay cua
TCPH

31 31 Giao dich bi tir chéi bdi TCPH

32 32 TCPH khong hop 1€

33 33 Kiéu giao dich khéng dugc phép

34 34 Giao dich khong duoc hd tro bdi TCPH

35 35 Sai OTP

36 36 OTP hét han

37 37 Sai OTP 3 lan lién tiép (két thuc giao dich)
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38 38 Xac thuc khong thanh cong

39 40 S6 dién thoai khong hop 18

40 41 S6 dién thoai chua ding ky VietteIPay

41 42 S6 dién Fhoai ViettelPay chua dang ky thanh toan
truc tuyén

42 43 S6 dién thoai dang tam khoa

43 44 Sai PIN

44 45 Sai PIN 3 lan lién tiép

45 46 Nguon t.iNénA’kh(A)ng hop 1¢ do sb dién thoai chuyén
mang gitr sO

46 50 S thé khong diing

47 51 Tén chu thé khong ding

48 52 Hiéu luc thé khong diing

49 53 Sai thong tin thé 3 1an lién tiép

50 54 Thé bi khoa/dong

51 55 Thé chua dang ky chure nang TTTT

52 56 Thé/tai khoan khong du dicu kién thanh toan

53 57 Sai thong tin xac thuc

54 60 Sai CvVV

55 61 Giao dich bi tir chbi bsi AVS

56 62 Giao dich bi tir chéi bai CSC

o7 63 Xéac thuc 3DS khong thanh cong

58 64 Kiém tra dang ky 3DS khong thanh cong

59 65 Xac thl_-I'C 3DS thanh cong nhung ACS khong tra vé
thong tin AAV/CAAV

60 66 Xéc thuc 3DS ho thanh cong nhung ACS khong tra
ve thong tin AAV/CAAV

61 67 Khong c6 dir liéu 3DS trong ban tin tra vé

62 68 Dit liéu 3DS tra vé khong ding

63 70 Tai khoan khong hop 1€

64 71 S tai khoan chua diang ky thanh toan truc tuyén

65 72 S tai khoan dang tam khoa/dong

66 73 Sai mat khau
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67 74 Sai mat khdu 3 1an lién tiép
68 80 DVCNTT chua trién khai dich vu
69 81 Token khong dung

70 82 Token khong ton tai

71 83 Token hét han

72 90 Sai dinh dang ban tin

73 91 Sai checksum

74 92 Heé théng CTT dang bao tri
75 93 Li két ndi dén TCPH

76 94 Hé théng TCPH dang bao tri
77 95 Ldi xur 1y tai hé thong TCPH
78 99 [P khong duoc phép giao dich

2.5.12. Ciac mau két néi
Ghi chu:

Gid tri ite_SecureHash dwoc tao boi chudi ky tw ciia tdt ca cdc value dwoc sdp xép
theo alphabetical sau do ma hoa MD35. Vi duy:

Java

Map<String, String> ite_Params = new HashMap<>();
ite_Params.put(“currency ", "VND");
ite_Params.put("amount”, String.valueOf(amount));

ite Params.put(“device ",

version=90.0.4430.85}, location={long=0, lat=0}"); ite_Params.put("ip_address ", "118.70.124.48");

os={name=Windows, version=windows-10}, browser={name=Chrome,

ite_Params.put("merchant_id ", "102321");

ite_Params.put(“return_url", "http://demo-sb.domain.vn/sand-box/create-order");
ite_Params.put("order_info", "thanh toan thi" );
ite_Params.put(“order_reference”, " 2021042738461800921" );

//Build data to hash and querystring

List fieldNames = new ArrayList(ite_Params.keySet());
Collections.sort(fieldNames);

StringBuilder hashData = new StringBuilder();

StringBuilder query = new StringBuilder();
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Iterator itr = fieldNames.iterator();
while (itr.hasNext()) {
String fieldName = (String) itr.next();
String fieldValue = (String) ite_Params.get(fieldName);
if ((fieldvalue != null) && (fieldVvalue.length() >0)) {
//Build hash data hashData.append(fieldName);
hashData.append('="); hashData.append(fieldValue);
//Build query query.append(URLEncoder.encode(fieldName,
StandardCharsets.US_ASCII.toString()));
query.append('="); query.append(URLEncoder.encode(fieldValue,
StandardCharsets.US_ASCII.toString()));
if (itr.hasNext()) {
query.append('&’); hashData.append('&");
}
}

}
String queryUrl = query.toString();

String ite_SecureHash = Config.md5(Config.ite_hashSecret + hashData.toString());

C#.Net

o

T

var ite_Params =new Dictionary<string, string>();
ite_Params.Add("currency ", "WVND");

ite_Params.Add ("amount”, String.valueOf(amount));

ite Params.Add (“device ", "os={name=Windows, version=windows-10}, browser={name=Chrome,
version=90.0.4430.85}, location={long=0, lat=0}");

ite_Params.Add ("ip_address ", "118.70.124.48" );

ite_Params.Add("merchant_id ", "102321");

ite_Params.Add ("return_url", "http://demo-sb.domain.vn/sand-box/create-order");

ite Params.Add ("order info", "thanh toan thu" );

ite_Params.Add ("order_reference”, " 2021042738461800921" );

ite_Params = ite_Params.OrderBy(o => 0.Key).ToDictionary(k => k.Key, v => v.Value);

String signData = string.Join("&",
ite_Params.Where(x => Istring.IsNullOrEmpty(x.Value)).Select(k => k.Key + "=" + k.Value));

$ite_OrderInfo=$_POST['order_info'];
$ite_ Amount=$_POST['amount1;

Site Device :$_POSTE'device‘];
Site_IpAddr=$ POST['ip_address;
Site_Merchantld=$_POST['merchant_id";
Site_IpAddr=$ POST 'ip_address'gj;
Site_OrderReference=3$ POST['order_referenceT;
$ite_IpAddr=$ POST['ip_address;

SinputData=array(
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"ite_ Amount"=>$ite Amount,
"ite_Command"=>"pay",
"ite_CurrCode"=>" VND |te OrderReference "=>3ite_OrderReference,
"ite_IpAddr'=>$ite IpAddr 'ite Device "=>Site_ Device,
"ite_OrderInfo"=>$ite_OrderInfo , "ite_Merchantld ' —>$|te Merchantld,
"ite_ReturnUrl"=>$ite_Returnurl,

);
ksort($i nputData);

$query ="

$i=0

$hashdata=""
foreach($inputDataas$key=>%value){ if($i==1)

$hashdata.='&".$key."=".$value;
Yelse  {
%hashdata =$key."=".$value;
i=1;

}
$query.=urlencode($key)."=".urlencode($value).'&";

}

Site_Url=$ite_Url."?".$query; |f%sset($hash3ecret)){
$iteSecureHash= md5($hashSecret. $hashdata);
Site_Url.="ite_SecureHashType=MD5&ite_SecureHash=".$iteSecureHash;

3. Mt so cau héi thwong gip véi Techspec

a) Tai liéu c6 mo ta giai phap cho phép Merchant tao va hién thi ma QR cho khach hang
scan thanh todn khong, nam & muc nao?
Tra 1oi: Co mo ta, xem tai muc 1 Gigi thiéu vé tai liéu, va chi tiét tai muc 2.5.3.2

b) Cong c6 tra két qua giao dich khong, mé ta & dau
Tra loi: Xem tai muc 2.5.6 Déc ta API xac nhan giao dich (IPN), cac truong hgp gui noti
thong béo két qua giao dich

+ PTTT qua QR: Chi giri théng bao khi c6 giao dich thanh cong/Hét han thanh toan

+ PTTT qua thé: Giri thong bao trong céac truong hop Thanh cong/Loi/Timeout

¢) Gi6i han gié tri thanh toan trén cong nhu thé nao?
Tra loi: Min 2,000d va Max 1a 200,000,0004

d) Thoi han thanh toan trén cong

Tra 1oi: Thong thuong, thiét 1ap thoi han trong 15 phat, CTT cé thé cau hinh thoi han hiéu
luc tbi da cuia giao dich 1a 24h. Tuy theo dic diém va nhu cau cia MC, c6 thé thay ddi thoi
gian hi¢u lyc phu hop

e) Tham s ndo dung dé truy van thong tin giao
dich Tra 1&i: Str dung tham sb Trans ID

f) Néu khach hang thuc hién scan thanh cong, roi lai thanh toan tiép 1an 2, 1an 3 thi két qua
thé nao?

Tra 1oi: Néu KH tiép tuc thuc hién thanh toan lai, phia cong s& ghi nhan d6 1a giao dich 15i
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g) Co trudng c6 nhiéu hon 1 m3 QR cho 1 don hang khong?

Tra loi: Khong, ma QR dugc sinh tuong Gtng 1-1 véi don hang, ma don hang c6 tinh duy

nhat va cong c6 check trung.

h) Lay thong tin accessCode, hashkey & dau?
Tré 10i: Merchant s& dugc cp 1 tai khoan MA kém link ddng nhap MA va domain cho
cac APL. Merchant tién hanh dang nhap vao MA va lay cic thong tin két ndi méi truong
that trong Menu chtrc nang “Thong tin dich vu”.

MB PAYGATE  33|Page



