GIOI THIEU DICH VU
CHI HO PON

TAI LIEU NGHIEP VU

Khéi Ngan Hang Sé - MBBANK

API FACTORY

Nguyén Thi Thu Hién

Hienntt18 @mbbank.com.vn



‘ MUC LUC

N C1 16 1 £ g EC VIR v U [T USSR 3
1.1, Lich St CAP NNAL AT TIEU.....ccueieiiiieeeeeeee ettt et e e ete e eeaeesreeens 3
1.2, TRUSE NG VIET T .eiueeueieiiiceieeeeeeeeee ettt ettt st et e e et e st e st e st et e saesaesaesaestesaens 3

RS TR |V [V Tole ol o Y5 =Y N LT TN 3

S o o = T o o IRV S = T [T TN 4

1.5, DO tUONG SU AUNE cecutiiitieeereeteeetee ettt e et e et e et e eaeeeteeeaeeeaeeeteeesaeeteeeteeeaseeseesseeesseenseesseeensean 4

2. Nghiép VU Chlirc NANE CHINNL.....otiiiiitieiciee e see e 5
2.1.  Dich vu Chi ho don non OTP BAt AONG DB......cvvveeeeeeieeeeeeeee st 5
0 0 SO V¥ [l o | (ol o TP 5

b B T Yo & (o N V=4 111« ALV PR ORROTR 6
2.1.3. MO tA TUBNG NENIBP VU:eecueieerieetieetie et eetee ettt ettt e et e et e e eaeeetaeeteeeteeeaesenreeeteeeaeeenreeens 8
2.1.4. Quy dinh vé viéc xay API callback k&t qUA chi KO ......ccuoevviiiiiiieeeceee e, 11

3. YRU CAUVE AOI SOAL......oeveceeeeeeteeeteeee ettt s e s s s s e s s ass s ss e sn s s aesnaenans 13
3.1, Quy trinh d8i SOAL NGAY.......c.cveeeeveeeeeeeeeeeeeeeeeseeteseeseesess e ss e ese s ss s ss et s e es e asaseesenansanens 13
3.1 1. SO GO QUY TFINN ettt ettt ettt et et e et et e e reeeteeeaaeeeteeeaaeenrean 13

B0 B |V, oI o= Yo [0 AV {2« TP 14

3.2, Quy trinh d8i SOAL tNANG..........vveveeeeeeeeiee ettt ee et s et es s saneas 15
3.2.1. SO GO QUY TFINN ettt ettt ettt et e et et e e e etaeeaaeeereeeaeeenrean 15
T2 B Y, Fo T o= o [0 1A {12 o PO 16

4. Danh SACh APTHICR NOP eeeeeeeeeee et ettt ebeees 17
O Y N o 1B Tol {413 o3 17
AUTNOTIZATION ...ttt ettt e e bttt e e s bttt e e s abt e e e e aabeeeeesaabbeeessabbeeesabbeeeeaanes 17
HEATEIS ...ttt ettt e e s bttt e e st e e b bt e e e a et e e s b e r e e e e br e e e e e anrreeeean 17

g o 10 | TSP UPUP PRt 17

L@ 111 01U PP 18

4.2. API chuyén tién don non otp cho d6i tac 12 doanh NGRIBP..........ceveveeveeeeeeeeeeeeee e, 19
AUTROTIZATION .t e e e e st e e e e e s s s b b beeeeeeeessannnbraeeeeaeeennnn 19
HEATET ...ttt ettt e ettt e e s ab et e e s bt e e e e e hb et e e e a b et e e e e beeeeeeahbeeeeeenbeeeean 19

FaT o T e SY=To TU =Ty = o o 1Y 20

L@ 1 o1 U PP 21

IVIZ 101 1.ttt 21



A

:’\"‘ M B

Y100 o] LT TSP P PP PPPPPPPPPPTOIRt 23
B.3. CRIEKY SO oottt ettt et s st s et n e n et en e eenns 24
4.4. AP convert tir S0 the SANG 1D the.......c.ovcuevreeeceeeceeeeeeeeeeee e sesee s e ss s aes s naenen, 25

AUTNOTIZATION ...ttt e e e e sttt e e bt e s enr e e s e nreeessnneeeesnnaeeenan 25

[ 1T T 1 SRS 25

[ a] o 10 | OO PP PP PPPPRPPPTPPRRRPPRt 25

L 1 o1 U 25

IVIZ 101 1.ttt 26
4.5. APLrUY VAN T8N CRT tKANE.......o.ceeeeeeeeeeeeeeeeeeeee ettt 26

Y01 o o) 2 1 [o o TSRS 26

[ [T To [T TP PP PP PPPPPPN 27

g o 10 | PSPPSRt 27

(O 171 o 11 | PP PP PP PPPPPPTPRRTR 27

=1 10] o) L= 28

BO thONG 1IN ME 101 ....veuvveeeieeeeeieteeceeetee ettt ettt ettt et e et et as et esessesete e et esenseseseasesesenseseseneas 28
4.6. API truy van giao dich (chi liy dwoc trang théi giao dich tai MB)...........coevvveeeveveeeeseeeeeeeene, 29

AUTNOTIZATION ...ttt et et e sttt e e sttt e et e s s n e e e s enreeeesnneeeesnnaeeeean 29

HEAAEIS ...ttt et e st e e st e e e e st e s e e e e nr et e e e nrreeeeas 29

LY o 10 o ==Y =T o 1Pt 29

L@ 11 101U ) OO PP PPPP R PPPPR 30

IVIZ 101 1.ttt 30
4.7. Danh sach ngan hang va kénh chuyén tién twong tng...........cc.eeeueveeueeeeeeeeeseceeseeseseeeeseeeeseeeneeen. 30



A

N\
,’\." MB
1. Giéi thigu veé tai ligu

1.1. Lich sir cip nhat tai li¢u

Ngay N§i dung cip nhéat Nguwoi cip nhat Phién ban
11/08/2023 Tao mdi tai liéu Nguyén Thi Thu Hién V0.1
12/09/2023 Update 2.1.3 phan truy van trang | Nguyén Thi Thu Hién V10

thai giao dich: mo6 ta rd output

1.2. Thuit ngir viét tat

Thuéat ngir Chu thich ndi dung

NH Ngéan hang

MB Ngan hang TMCP Quan Doi
Giay to tiy than ctia khach hang.

GTTT Céc loai GTTT: Chimg minh thu, Cin cudc cong dan, Ho Chiéu, Chimg minh thu
quan d6i, Chirng minh thu sy quan...

KH Khach hang

DT Doi téc

TKDT Tai khoan dién tt MB

KQ Két qua

TT Thong tin

DL Dir liéu

CMND Chtng minh nhén dan

CCCD Can cudc cong dan

PT Pién thoai

TK/TKTT Tai khoan/Tai khoan thanh toan

1.3. Muc dich tai li¢u

Tai liéu ndy s& gidi thiéu vé cac yéu cau nghiép vu tich hop cho dich vu CHI HO PON tir tai
khoan mo tai MB dén TKTT/ thé nguoi huang trong ngoai MB. Tai ligu s& trinh bay mat cach tong
quan vé cac dich vu tich hop gita MB va Ddi tac nham cung cap cho nguoi doc théng tin, ludng
giao dich, nghiép vu van hanh cua hé théng. Giap cho ngudi st dung van hanh, khai thac san pham

mot cach hiéu qua, ding quy trinh, quy dinh ndi bo va kiém soat chat lwong cua hé thong.
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1.4.Pham vi tai liéu
Tai liéu nay md ta yéu cau nghiép vu va quy trinh tich hop cho b san pham CHI HO BON va
YEU CAU POI SOAT DICH VU ma MB dang cung cip cho cac kénh ddi tac bén ngoai. Cac dich

vu cung cap gom:

- Dich vu chi ho don bét ddng bo
+ API request chi ho don
+ API truy van trang thai giao dich
+ Ludng callback két qua chi

- Ddi soat dich vu

1.5.Pdi tweng sir dung



- Dédi tac c6 nhu cau phét sinh nhiéu request chi ho don.

Nghiép vu chirc niang chinh

2.1.Dich vu Chi h don non OTP bét dong bd

2.1.1. Muc dich
Déi tac Doanh nghiép str dung cho cac nghiép vu chuyén tién tir TK cta dbi tac dén cac tai

khoan/ thé trong ngoai MB.

Déi téc o thé truy van tén nguoi huong hoac khdng truy van tly nhu cau myc dich. KH chi can
goi 1 API d thyc hién giao dich.

MB cung cap API cho phép déi tac chu dong truy van két qua giao dich
MB ¢6 co ché goi sang ddi tac thong bao két qua giao dich néu ddi tac ¢ nhu cau.

Diéu kién: Tai khoan trich ng dugc mo tai MB va Déi tac dang ky tai khoan chuyén chi cho dich

vu.
Han muc giao dich : Theo quy dinh chung cuia MB

Phi giao dich theo bang cau hinh tir hop dong 2 bén.
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2.1.2. So dd nghiép vu
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-MB

Chidon bat déng bd

Pai tac

1. Chon taikhoan
nguén dich

Tai khoan 2. Goi sang MB

ngudn/ dich la Y—7P ert tir s6 thé
theé sang ID thé

4. Xéc dinh kénh

3. Chuyén doitlr s6
thé sang ID thé

chuyén tién

5. Goi sang MB lay
hong tin tén ngu'di

6. Ldy thong tin tén

huéng néu c6 nhu
céau

ngudi hudng

g0i sang MB hach
toan giao dich

[ 9. Nhan thong tin va
»

11. Tiép nha

kiém tra

10. Xtrly giao dich
va phan hoi déi tac

tin

trang dang xtr ly
(Processing)

Nhan théng tin két
qua -

Truy van trang théi

tac két qua

Kiém tra va |4y két

giao dich

qua giao dich

Nhan két qua

Phase
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2.1.3. M6 ta ludng nghiép vu:

Bué | Ngw
c (ﬁ :jxé Mo ta
thyc | thee | 0"
hign | hign | 9
1 Dbi | D6i | Chon tai khoan nguén dich va kiém tra:
tac | tac - Néu tai khoan ngudn/ dich la thé thi goi tiép budc 2
- Néu tai khoan ngudn va dich 1a tai khoan thi chuyén sang budc 4
2 DP6i | Péi | Goi sang MB dé chuyén doi so thé sang 1D thé theo API:
tac tac https://mbcardtest. mbbank.com.vn:8446/mbcardgw/internet/cardinfo/vl_0/ge
neratetoken
Input: s6 thé
3 Hé MB | Thuc hién chuyén doi tir s6 thé sang ID thé theo chuan PCI DSS tra vé ID thé
théng cho déi tac.
4 DP6i | Boi | Xac dinh kénh chuyén tién: Kénh trong MB/Napas/citad theo ngan hang
tac tac huong dua vao bang danh sach ngan hang thuoc lién minh Napas (MB cung
cap).
Néu Déi tac c6 nhu cau truy van tén ngudi huong: di tiép budc 5
Néu ddi tac khdng can truy van tén nguoi huong di d¢én budce 8
5 D6 | Pdi | Goi sang MB lay thong tin tén ngwdi hwéng: https://api-
tac tac sandbox.mbbank.com.vn/ms/bank-info/v1.0/account/info
Input: S6 tai khoan/ ID thé, md ngan hang huong ( ma theo danh sach MB
cung cap)
6 He MB | Nhan thong tin va kiém tra:
thong - Néu thdng tin hop 1¢ lay tén ngudi huong di tiép budc 7
- Néu théng tin khong hop 1¢: théng bao 15i cho d6i tac
Céc 15i bao gém: sb tai khoan khong ton tai/M4 ngan hang khdng ton
tai...
7 Hé | MB | Tra thong tin tén ngudi hudng cho ddi tac
thong
8 Hé | Doi | Thuc hién goi API request chi don : https://api-
thong | tac sandbox.mbbank.com.vn/ms/funds-partner/transfer-fund/v1.0/make-transfer-
partner-async
Input/ output: xem chi tiét trong md ta API
9 Hé MB | Tiép nhan yéu cau cua kiém tra:
théng + Kiém tra cac thong tin input: dinh dang, truong bét bugc
+ Kiém tra tai khoan/ thé trich ne: hop 18 va du 6 du
+ Kiém tra tai khoan/ thé ghi co: hop 18




Bué | Nguw
c f' Hxé M6 ta

thuc | thuc L1l

hign | hign = 9
= Néu hop 18 tat ca cac diéu kién bén trén di tiép budc 10.
= Néu khdng hop 18 thong béo 15i tuong minh cho déi tac di dén budc 12

( theo bang ma 16i trong tai liéu tich hop)
10 Hé MB | MB thyc hién xt ly cac giao dich.
thong

MB s& thyc hién phan hdi 2 trang thai cua giao dich nhu sau:

- Done: giao dich da duoc xir ly; trang théi giao dich c6 thé 1a
SUCCESS/ FAIL, két qua giao dich s& duoc tra ra ludn khi hé théng
khong bi cao tai, thoi gian giao dich hoan thanh xur ly nhoé hon 10s
(day 14 thoi gian hién tai, c6 thé thay doi tiy theo cau hinh hé thong
tung thoi ky)

Néu la Success: output nhw vi du:

"clientMessageld": "LY1691578406",
"errorCode": "000",
"errorDesc™: [],
"data™: {
"status": "SUCCESS",
"ftNumber": "FT23215885622687",

"rrm™: "1J1691578406"

Néu 1a Failed, output sé khdng cé thong tin data

"clientMessageld™: "LY1691736548",

"data": null,
"errorCode™": "3002",

"errorDesc": [
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Bué | N
X 0 ta
thuc | thuc L1l
hign | hign = 9
"DebitName nvalid”
]
}
- PROCESSING: giao dich dang dugc xt Iy, khi hé théng cao tai, thoi
gian xu Iﬁ giao dich qua thoi gian cho phép, veéi trang thai nay MB s&
callback ket qua giao dich cho doi tac sau khi xur ly xong néu doi tac
c6 luong callback.
11 | He P6i | Nhan thang tin
thong | tac
He MB | Thang bao két qua giao dich cho ddi tac, MB goi API ctia di tac. Format API
thong theo quy dinh cia MB.
Budc nay chi ¢6 néu déi tac da co API callback theo template cua MB
He | Boi | Ddi téc co thé chi dong goi API truy van trang théi giao dich: https:/api-
thong | tac sandbox.mbbank.com.vn/private/ms/funds-partner/transfer-fund/v1.0/query-

transaction-status
Dé biét dwoc trang théi giao dich:

Chi y: API truy véan trang thai giao dich chi don chi tra ra trang thai
giao dich tai MB cu thé nhwr sau:

- Véi giao dich Inhouse (trong MB): MB s& tra ra trang thai cudi cuing
cua giao dich
- Vi giao dich di ngoai MB: MB chi tra ra trang thai cua giao dich tai
MB khdng tra ra trang thai bén to chic nhan lénh/ ngan hang huong,
MB dang trong qua trinh tich hop véi Napas dé truy van dugc trang
thai tai to chizc nhan Iénh/ ngan hang hudong, sé thong bao cho ddi tac
khi hoan thanh.
- Output cua API truy van trang thai: c6 3 gié tri:
+ Thanh céng: TransStatus= SUCCESS
Data example:
{
"clientMessageld": "985628039042",
"errorCode": "000",
"errorDesc": [],
"data": {
"transStatus': "SUCCESS",
"ft": "FT23217295541199",

10
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"retRefNumber™: "1J1691664226",
"actionTime": "17:43:48 10 Aug 2023"
}

}
+ Thdt bai frong minh: TransStatus= FAILED

Data example:

"clientMessageld": "783510822202",
"errorCode": 000",
"errorDesc": [],
"data": {
"transStatus": "FAILED",
"ft": null,
"retRefNumber": null,

"actionTime": null

+ Khong rd trang thdi: cdc truong hop con lai, cac giao dich nay can
cho doi soat dé xac dinh trang thai cudi cua giao dich

2.1.4. Quy dinh vé viéc xay API callback két qua chi ho
1. API sinh token, xac thec bang basic authen:

Request:
POST: /api/token-generate
Authorization: Basic MzpNQkszY0eGxDeHpZc2Rh
Content-type: Application/json

Response :

11
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"access_token": "a3e7ak92-333b-4078-8eeb-3a620051",
"token_type": "bearer",
"expires_in": 59
}
2. API nhégn két qud giao dich chi don non OTP bét dong bé
Request :

- POST: /api/transaction-result

- Authorization: Bearer <Token Léy duoc & api sinh token>
- Content-type: Application/json

- format body data:

"transactionStatus":"Success",
“transactionTime";"2023-08-23 14:33:19",
“transactionld";"105645513767",
"ft":"FT4351056432130957",
"errorcode":000,
"errordesc":null
}
Response:
- Success: ( Gui thong tin két qua giao dich thanh cong va duoc ghi nhan bén ddi tac)
{
"error": false, -- C& béo 16i
"errorReason": "000", -- Ko c6 16i, ma 15i 12 000 (hoic do bén CellphoneS tu quy dinh)
"toastMessage": ",
"object": {

"refTransactionid": "749" -- ID tham chiéu quan 1y bén ddi téc

12
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}
- Error: ( Gui thdng tin bién dong khong thanh cong , bén ddi tac tra ra 13i)
{
"error': true,
"errorReason™: "001", -- C6 16i xay ra, ma 15i s& duoc set & day
"toastMessage": "Giao dich khong hop 16" -- Message chi tiét 15i
}

3. Yéu chu vé ddi soat

3.1.Quy trinh ddi soat ngay

3.1.1. Soddquytrinh

. Gui file d6i1
soat chi tiét
ngay

2. béi soat di
liéu chi tiét

3. Péi soat dir
liéu chénh 1éch

4. Xurly va
Chot so liéu
doi soat

End -
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3.1.2. M@ ta quy trinh
Pon vi | Cong : L Biéu
STT . : Noi dung cong viéc -
thuc hién | viéc mau
Ngay T+1, hé théng MB guri file dix liéu chi tiét giao dich | Bao cao
cua phién giao dich ngay T trudc thoi diém 07 gio 00 sang | miu 01,
ctia ngay thyuc hién ddi soat qua hé thong sFTP cho Bdi tac: 02
+ Pdi véi giao dich diing ky mé tai khoan/ lién két/ hiy
MB Trao dbi | lién két: Lay giao dich thanh cong
B1 file dol | pgi véi cashin/cashout/ chuyén khoan ngoai MB: la
soat chi | nhitng giao dich thanh cong tai MB va Napas phan hoi thanh
tiét ngay cong. Trang thai giao dich gateway thanh cong va s6 phu
T24 thanh cbng.
+ PO6i véi giao dich thanh toan/ cashin_MB/
cashout_MB/ chuyén khoan trong MB: 1 c4c giao dich
thanh cong trén s6 phu T24.
boi tac Trudce 11h, Doi tac co trach nhiém doi chiéu dix liéu chi tiét | Mau bao
ctia minh vai s6 ligu MB dam bao khop diing va giri két qué | cao téng
qua sFTP: hop 03-1
- S6 liéu can khop gitra hai bén: i tac s& gui file can khop Bio céo
noi dung 1a tong doanh s6 va s luong can khap. -
. chi tie
e Dt liéu chénh léch: Doi tac guri file dir liéu chénh 1éch bao
boi L . ) o chénh
soat di | 9om tong doanh so6, so lugng can khaop va chénh léch, dir lsch o1
. - éc -
B2 ligu chi | liéu chi tiétchénh léch sang cho MB dé phdi hop timnguyen | '~
tidt nhan va xu ly. - | (néuco)
Truong hop ngay giao dich la cudi tuan hoac nghi I¢, file
bao céo d6i tac phan hoi s& bao gom dir liéu tir ngay lam
viéc cudi cung trude ky nghi 1& dén ngay cudi cing caa ky
nghi I&. Ngay trén tén file bao c4o s& la ngay cudi ciing cua
ky nghi.
MB Sau khi nhan duoc dit liéu chénh léch cua Déi tac, MB tién | Mau BC
Déi soét | hanh tim nguyén nhan chénh léch. 03
B3 dit liéu | Thoi gian xac nhan tinh trang giao dich tai mdi bén téi da
chénh | hai (02) ngay lam viéc ké tir ngay thyc hién ddi soat. Cac
léch treong hop chénh léch ngay cudi théang chua dugc xir ly s&
duoc xir ly trong thang lién ké.

14




| Hai bén chot so liéu doi soat ngay trudc 15:00:00 gio cua
| Xulyva| g
MB-Doi .~ | ngay thuc hién doi soét.
. Chot so | ~ = ) ) o
B4 tac licn 4 Céc giao dich sai lIéch sau khi tim dugc nguyén nhan s¢ duoc
Ieu dol s . x , N N . L. ,
" diéu chinh va thanh quyét toan vao ngay thuc hién doi soat
SO& ,
tiep theo.

3.2.Quy trinh dbi soat thang
3.2.1. So dd quy trinh

1. Giri tong hop 2. Dbi soat dir
cac giao dich trong » li¢u tong hop
thang thang

Dit liéu can
khop?

3. P6i soat dir
liéu chénh léch

\ 4
4. Lap bién
ban xac nhan
s6 ligu

% Y
5. Ky két trao
> < dbi biér@<

15
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3.2.2. M0 ta quy trinh

STT Pon vi . : . Méau
theec hign Cong viéc Noi dung cong viéc biL
Bl Doi tac Guri s6 liéu | Trong vong nam (05) ngay 1am viéc dau tién cua thang T+1, Boi | Mau
tong hop | tac giri bang xac nhan sb liéu da thuc hién giao dich trong thang | bao
thang qua email cho dau mdi ddi soat cia MB. céo
thong
nhat
B2 MB P6i  soat | MB tién hanh so sanh sb liéu tong hop thang trong vong ba (03)
dir  liéu | ngay lam viéc ké tir ngay nhan duoc Bao céo tong hop s6 liéu tir
tong hop | Pai tac.
thang , , .
Trong truong hgp so liéu déi soat vé dich vu co sy chénh léch,
MB phan héi lai cho Dbi tac dé cling phdi hop tim ra nguyén
nhan va xir ly.
B3 MB-Doitac | Boi  soat | Hai Bén cung phoi hop tim ra nguyén nhan chénh léch.
di liéu ] N , ,
chénh léch Truong hop hét thc"yi han trén van chua thong nhat dugc, cac bén
tam thoi stir dung so liéu da xac dinh la khop dang (ngoai cac noi
dung chénh léch) dé lam can cir thanh toan theo quy dinh cua
Hop ddng.
Céc Bén cd trach nhiém phéi hop voi nhau dé tim nguyén nhan
chénh léch, théng nhit va ghi nhan lai céc giao dich chua khop
dung. S6 liéu chénh léch duoc Cac Bén thdng nhit s& dugc thuc
hién diéu chinh vao s liéu ddi soat cua thang tiép theo lien ké.
B4 boi tac Lap bién | Dua vao so liéu da thong nhat gitra Hai Bén, Doi tac in va dong
ban  xéac | d4u x&c nhan gui cho MB bdn (04) ban cua Bién ban di soét.
nhan  sb
ligu
B5 MB-boéitac | Ky két va | Trong vong (03) ngay lam viéc ké tir ngady MB nhan duoc Bién
trao  d6i | ban ddi so4t ciia MB, MB ky tén, dong diu x&c nhan giri lai cho

16
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bién ban | Doi tac hai (02) ban kém hoa don tai chinh qua dwdng buu dign.

Trudng hop hét thoi han (03) ngay ma Déi tac van chua xac nhan
va khong dua ra cin cir V& viéc Bang xac nhan sb liéu chwa chinh
xac, MB s& sir dung s6 liéu trong Bién ban dbi soat nay dé lam
can cr thanh toan theo quy dinh ciia Hop ddng. Cac diéu chinh
(néu c6) sau do s& duoc Cac Bén thuc hién vao sb liéu dbi soat

cua thang tiép theo lién ké.

4. Danh sach API tich hep

4.1.API x&c thuc

https://api-sandbox.mbbank.com.vn/oauth2/v1/token

POST

Authorization

Type Basic Auth
Username
Password
Headers
Authorization Basic [client_id: client_secret]
Content-Type application/x-www-form-urlencoded

Input

= |
~



grant_type client_credentials String

Output
access_token Access token String M
token_type Bearer as default String
expires in Time expire (second) String
Params Authorization @ Headers (10) Body @ Pre-request Script Tests @ Settings Cookies Code
TYRE Username nk30ZhRye82GkrCuOHO2wHr8FhoHZjo
Basic Auth -
Password

The authorization header will be
automatically generated when you Show Password
send the request. Learn more about

authorization

Sample

Figure 1: Authorization

Params Authorization @ Headers (10) Body @ Pre-request Script Tests @ Settings

Headers b Hide auto-generated headers

KEY VALUE DESCRIPTION
r Authorization (2 Basic bmszT1polUnllODJHa3RDdUSIMD)3SHRy OF
Cache-Control (3) no-cache

Postman-Token (3 <calculated when request is sent>

T T

l' Content-Type (3 application/x-www-form-urlencoded ]
Content-Length (2 <calculated when request is sent>
Host @ <calculated when request is sent>

Figure 2: Headers

wee

Bulk Edit

Cookies Code

Presets «

[7 Go to body
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Params Authorization @ Headers (10) Body @ Pre-request Script Tests @ Settings Cookies Code

® rone ® form-data @ xwwwformeurlencoded @ raw @ binary @ GraphQL

KEY VALUE DESCRIPTION ***  Bulk Edit
grant_type client_credentials
Key Value Description

Figure 3: Input

Body Cookies Headers (B) TestResults {1/1) & Status: 200 0K Time: 334 ms  Size: 5218

Pretty Raw Preview Visualize JSON = 5

==

"access_token": "YsefeQihpTzsk@JbNtrXgeulNuoD”,
"expires_in™: 296,

"scope": "openid account customer”,
"izzued_at": "1599621242185",

"token_type": "Bearer"

R I - T B e W R

Figure 4: Output

4.2. API chuyén tién don non otp cho ddi tac 1a doanh nghiép

https://api-sandbox.mbbank.com.vn/private/ms/funds-partner/transfer-
fund/v1.0/make-transfer-partner-async

POST

Authorization
Type Oauth 2.0
Access Token Access_token cua api xac thuc
Header Prefix Bearer
Header

Authorization Bearer access_token (api xac thuc)
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(A
¥~ MB

clientMessageld

Unique message id generated by service consumer for each request (using

UUID)

transactionld

12 ky tu theo cau tric: Channel+Ma nghiép vu+ 8 ky tu tu sinh, gom chix

va s6 vi du: PJTH1234qwer

subMerchant

Channel cua sub merchant (Optional)

signature

Chir ky s6 ( xem phan 8. Chir ky s6)

signatureSubmerchant

Chit ky s6 cua sub merchant ( xem phan 8. Chir ky s6) (Néu cé

subMerchant thi bt budc phai cd signatureSubmerchant)

Input - RequestBody

Loai dich vu (CHI_HO) String 16 CHI_HO
Doéi tuong la doanh String 16 DOANH_NGHI
nghiép(DOANH_NGHIEP) EP
Level khach hang(1) String 16 1

Loai Debit String 16
ACCOUNT|WALLETIDIC

ARD

S6 TK hoac id thé String 50

Tén tai khoan tén thé String 100

Loai Credit String 16
ACCOUNT|WALLETIDIC

ARD| RESOURCEID

S6 TK hoic id the String 50

Tén tai khoan tén the String 100

Loai chuyén tién String 16
(INHOUSE|IBPS|FAST)

Ma ngéan hang String 16

L4y theo gia tri quy dinh
trong file MB guri

Néu TransferType =
INHOUSE: d¢ trong

20




IBPS: = Bankcitad code
FAST: SML code
Sb tién chuyén String 20
S6 tién phi String 10
Noi dung chuyén, theo ciu String 140 | M | Vidu: VMC
A 4K ez CHUYEN TIEN
trac: Tén doi tac-CHUYEN
. . PJTH1234qwer

TIEN-transactionID-noi

£ A Thanh toan don
dung KH muon truyén

hang
voucher String @)
Thong tin thém List<Addn ©
fo>

Loai String @)
Tén String @)
Giatri String @)

Id message tao bai consumer

SOA error code String

Error code description String o)
Trang théi giao dich String y
BUt toan giao dich String
Ma giao dich ( véi thé viettepay | String
hoic thé y té) M
Ma loi
Ma16i  Noi dung I6i L5 tuomg minh (Y/N)
s102 Can not verify signature!/Signature invalid v

21
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203
4777
4778
400
2030
3000
3001
3002
3003
3004
3005
3006
2049
2062
3007
24033
3008
201
255
24033
3009
24034
24031
24032
500
002

1111

,’\." M B

Input invalid

DebitAccount is not config

FeeCode is not config

Account balance is insufficient!

ServiceType invalid

DebitType invalid

DebitAccount invalid

DebitName invalid

CreditType invalid

CreditAccount invalid

CreditName invalid

TransferType invalid

TransferContent invalid

TransferFee invalid

CustomerType invalid

Fail to check balance limit

CustomerLevel invalid

Account x doesn't exist on T24 system(x 1a s6 tai khoan)
CardlId is not exist or card closed

Fail to check balance limit

TransferMoney must be larger 10000 and smaller 500000
Number of transaction per day has reach
Transaction value exceeds day maximum limit
Transaction value exceeds Month maximum limit
Unknown error

Host timeout

Fail to get account info

< < < <X < < < < < < < < < < < < < < < < < < < <

N( cho d6i soat)
N( chd ddi soat)

Y
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1110
202
208
209
231
232
236
404
3012
4417
4416
4419
3001
402
4423
4424
4425
4428
412

4095

Sample
N/A

Input

{

,’\." M B

Fail to get transfer fee

Currency is invalid

Branch is invalid

Amount is invalid!

Cardnumber not found

Card is expired

Card is locked

Duplicate record

Make TransferFail

Amount input is invalid

Input service code is invalid

Not Support

DebitAccount invalid

Could not find any information of this card!
DebitResourceNumber must be different creditResourceNumber
ClientMessage invalid

CreditNumber invalid

The transaction id should be 12 in length!
Beneficiary Bank hasn’t joined the service

Customer is not existed

"customerType": "DOANH_NGHIEP",

"customerLevel": "1",

< < < < < < < < < < < < < < < < < < < <
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"serviceType": "CHI_HO",

"debitType": "ACCOUNT",
"debitResourceNumber": "3883636899999",
"debitName": "9PAY JSC",

"creditType": "ACCOUNT",
"creditResourceNumber": "4111974999999",
"creditName": "NGO THI TU NGA",
"transferType": "INHOUSE",

"bankCode": "970422",

"transferAmount"”: 9000,

"remark": "9PAY CHUYEN TIEN QI1CHQ1CHNWY1WDEZ test"

}
Output
{
"clientMessageId": "LY1691578406",
"errorCode": "000",
"errorDesc": [],
"data": {
"status": "SUCCESS",
"ftNumber": "FT23215885622687",
"rrn": null
}
4.3. Chir ky s6

Thuc hién ky trén cac truong quy dinh tir request input st dung giai thuat SHA256-RSA, do dai
key length 2048bit

Template dir liéu ky:
debitResourceNumber+ debitName+ creditResourceNumber+ creditName+ transferAmount
Vidu:

Data: 0000492417868NGUYEN VAN A44864630TRAN VAN B
Signature:
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SkraBUOlaaBfl9/UrFVR93dFgM{N20zhpOTIv/Y h7WcxjUNugaK3Adafe5smpmkyu2D+phHjpW
gAz+LkuJUnnaT2sNTXUu8999ekghzVcVQ7hGdOo/nteFL5Vy2mIc TO9JVArWSI99ErSEANCI
YtgctOnY Xky+KXggCL6jKDW1iKaJMFVLCEijOl+bEobC1lmZwXhDjXjc6 FVWER1Ij5MsjpdYw
RyUBVILFMcNOEFVITEN/NkAaudWJohTwyPOsaRfAUSRUB1KE9LigvpYzQ+9DpXx10z20Si

12067zWwFE2KRFbX7WIiBsqCR6i1JJFvrimpYj34Ld1QvcoQtukOmhRPA==

4.4. API convert tir s thé sang ID thé

URL https://mbcardtest.mbbank.com.vn:8446/mbcardgw/internet/cardinfo/vl_0/generatetoken

Method POST

Authorization

Header
Input
Field name Description Type Lengt | M/ | Sourc | System Field
h o e
Syste
m
Message Content Json format
>cardNumber Card number String 19 M
>requestiD Request ID String 40 M
Header M
>user User: Contact MB team | String M
>hmac Using HMAC SHA 256 | String M
with UTF-8
Content: Message
content in json format
(with no space, no new
line)
Secret key: Contact MB
team
Output
Field name Description Type Lengt | M/ | Sourc | System Field
h @) e
Syste
m

25
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CardResponse | Json format

>cardID Token String 16 M

>cardNumber | Card number masked String 16-19 | M

>responselD Response id String M

>errorinfo Error info String M

>>code Error code String 3 M

>>message Error message String M

>>target Error object String @)

>>detail String 0

Ma I6i
ErrorCode ErrorMsg SoaErrorCode | FailCase

000 Success 0
001 Pan is not card number 1
002 Generate token failed 1
099 Input is invalid 1
100 System error 1
104 Request message is null 1
105 Cannot parse message content 1
201 CardNumber is required 1
202 RequestID is required

45. API truy véan tén cha tk/thé

URL https://api-sandbox.mbbank.com.vn/ms/bank-info/v1.0/account/info
Method GET
Authorization
Parameter Value
Type Oauth 2.0
Access Token Access_token cua api Xac thuc
Header Prefix Bearer

26
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Headers

Input

Output

Authorization

Bearer access_token (api xac thuc)

Content-Type

application/json

clientMessageld

Thong tin tao bai consumer (Khuyén dung
uuID)

S tai khoan hodc ma
vi

String 19 M

Loai tai khoan can
truy van

Dbi tac truyén 1 trong
s6 céc loai sau:

- ACCOUNT

- WALLETID
-CARD

- RESOURCEID

String M

Loai giao dic :
- INHOUSE
- NAPAS

String M

Truong hop
transferType =
NAPAS thi bat bugc
truyén bankCode

String ) Example:
940442

Id message tao

boi consumer

Http status code String 0
Http error code String 0
Puong din APl | String o
SOA error code String 0
Error code String O
description

27
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data Data tra vé néu | Object o)
thanh cong
>accountName Tén chu tai String M
khoan
error HTTP error String M
Puong dan String M
path service
status Http status code | String M
Sample
POST : https://api-sandbox.mbbank.com.vn/ms/bank-info/v1.0/account/info
Input: {
"accountNumber": "N6GWLNHR",
"accountType": "WALLET",
"transferType": "INHOUSE",
"bankCode": "970422"
}
Output:
{
"clientMessageld": "20abf071-5e28-4aa3-9d23-d7a2ee358e8c",
"errorCode": "000",
"errorDesc™: [],
"data": {
"accountName™: "ACCOUNT 10774833",
}
}
Bo théng tin m 15i
M3 16i N@i dung 16i
4422 Fail to get account info
4741 Bankcode is invalid
3001 Input account invalid
1108 Transfer type mismatch with credit type
402 Could not find any information of this card!
1000 Account is not existed
3014 Could not get account information,please check account,bank code
2781 Walletld doesn't existed
243 Credit bank is invalid
412 Beneficiary Bank hasn’t joined the service

28




200 Account doesn't exist on T24 system

231 Card number or account number is invalid
284 Input Resourceld is invalid!

414 Service not support

255 Cardld is not exist or card closed

243 Credit bank is invalid

3013 Account Type invalid

3012 Input account invalid

2054 Input transfer type invalid, only accept: INHOUSE or NAPAS
4741 Bankcode is invalid

500 Unknown error

4.6. API truy van giao dich (chi Iy dwec trang thai giao dich tai MB)

URL https://api-sandbox.mbbank.com.vn/private/ms/funds-partner/transfer-
fund/v1.0/query-transaction-status
Method GET
Authorization
Parameter Value
Type Oauth 2.0
Access Token Access_token cua api Xac thuc
Header Prefix Bearer
Headers
Parameter Value
Authorization Bearer access_token (api xac thuc)
Content-Type application/json
clientMessageld Thong tin tao bai consumer (khuyén dung
UuUID)
Input Params
Field name Description Type Length M/O | Example
transactionld M@ transactionlD String 12 M

giao dich géc
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Output

Ma 16i service

Thong tinmo ta 16i | String o

Id message tao boi String @)

consumer

Data tra vé néu thanh | Object o)

cong

Trang théi giao dich | String )

ft String O

retRefNumber String O
0

Thoi gian hachtoan | String

500 Unknown Error

002 Host Timeout

24424 | Transactionid invalid

4424 ClientMessage invalid

41125 | Channel transactionld not allow

4.7. Danh séch ngan hang va kénh chuyén tién twong &ng

t
3
Danh sach ngén
hang.xlsx
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